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CAInE 

CAInE stands for Computer Aided INvestigative Environment and this particular 

guide is written for CAInE version 4.0 ‘Pulsar’ which is the last 32 bit version of 

CAInE available. The installation on a 32 bit Ubuntu virtual machine using VMware® 

Player version 6.0.5. The author wishes to point out that VMware® Player is only 

free for personal and not commercial use. For commercial use you should purchase 

a licence.1 

CAINE is an Italian GNU/Linux live distribution created as a digital forensics project. 

It is a Linux distribution oriented to computer forensics. It was conceived by 

Giancarlo Giustini within a project of the Digital Forensics Interdepartmental 

Research Center for Security (CRIS) at the University of Modena and Reggio Emilia. 

Since the end of the 2009 the project is maintained by Nanni Bassetti.  

CAINE offers a complete forensic environment that is optimised to integrate existing 

forensic tools as software modules in a friendly graphical interface. 

The main design objectives that CAINE aims to guarantee are: 

 An interoperable environment that supports the digital investigator during the 

four phases of the digital investigation 

 A user-friendly graphical interface 

 A semi-automated compilation of the final report 

 User-friendly tools 

It is recommend that you to read the page on the CAINE policies carefully. 

 

CAINE represents fully the spirit of the Open Source philosophy, because the project is 

completely open, everyone could take on the legacy of the previous developer or project 

manager. The distro is open source, the Windows side (Wintaylor) is open source and, last 

but not least, the distro is installable, thus giving the opportunity to rebuild it in a new brand 

version, so giving a long life to this project .... 

Nanni Bassetti2 

  

                                            
 
1 http://www.vmware.com/uk/products/player/ 
2 http://www.caine-live.net/ 
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This Document 

1. This guide will assist the reader in creating a virtual installation of CAInE 4.0 in 

VMware® Player. Additionally, a step-by-step guide is provided to take the reader 

through a few of the basic forensic commands and utilities provided by this very 

useful Linux distro. 

2. Note that you should read through the instructions carefully before you begin as 

certain caveats are set out in the text at points where going back to make changes 

will be difficult. A quick pre-read may well save you time and effort later. 

 
 

Resources required  

 PC/Laptop running Windows 7 with VMware® Player 

 This document 

 CAInE ISO file available from http://www.caine-live.net/Downloads/caine4.0.iso  

 Forensic image of something like a USB Flash Drive or hard drive  

 Internet access – unrestricted 

 

Background to Linux 

3. Linux is an operating system based on Unix. It is the operating software on a 

computer that enables applications and the computer user to access the devices 

on the computer to perform desired functions. Linux is very similar to other 

operating systems, such as Windows and Mac OS. 

4. But something sets Linux apart from these operating systems. The Linux operating 

system represented a USD $25 billion ecosystem in 2008. Since its inception in 

1991, Linux has grown to become a force in computing, powering everything from 

the New York Stock Exchange to mobile phones, supercomputers and a multitude 

of consumer devices. 

5. As an open operating system, Linux is developed collaboratively, meaning no one 

organisation or person is solely responsible for its development or on-going 

support. Companies participating in the Linux economy share research and 

development costs with their partners and competitors. This spreading of the 

http://www.caine-live.net/Downloads/caine4.0.iso
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development burden amongst individuals and companies has resulted in a large 

and efficient ecosystem and unheralded software innovation. 

6. Over 1,000 developers, from at least 100 different companies, contribute to every 

kernel release. The kernel is a piece of software that, roughly speaking, provides a 

layer between the hardware and the application programs running on a computer. 

In a strict, computer-science sense, the term 'Linux' refers only to the kernel - the 

bit that Linus Torvalds originally wrote in the early 90s. All the other pieces you find 

in a Linux distribution - the Bash shell, the KDE window manager, web browsers, 

the X server, Tux Racer and everything else - are just applications (software) that 

happen to run on Linux. They are emphatically not part of the operating system 

itself. To give some sense of scale, a fresh installation of RHEL5 occupies about 

2.5GB of disk space (depending, obviously, on what you choose to include). Of 

this, the kernel, including all of its modules, occupies 47MB, or about 2%3.  

7. In the past two years alone, over 3,200 developers from 200 companies have 

contributed to the kernel, which is just one small piece of a Linux distribution.4 

 

Ubuntu Linux & CAInE 

8. The Ubuntu distribution has become one of the more popular Linux distributions in 

existence. First released in October 2004, Ubuntu is based on Debian Linux. It is a 

complete desktop Linux operating system, freely available with both community 

and professional support. The Ubuntu community is built on the ideas enshrined in 

the Ubuntu Manifesto: that software should be available free of charge, that 

software tools should be usable by people in their local language and despite any 

disabilities, and that people should have the freedom to customize and alter their 

software in whatever way they see fit.5  

9. This version of Caine is based on the Ubuntu Linux 12.04 LTS and uses the MATE 

desktop environment, a fork of the GNOME 2 desktop environment. CAInE is a 

forensically sound operating system and is free. 

                                            
 
3 Source: http://www.tuxradar.com/content/how-linux-kernel-work 
4 Source: http://www.linuxfoundation.org/what-is-linux 
5 Source: https://help.ubuntu.com/12.04/installation-guide/i386/what-is-ubuntu.html 
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10. The installation ISO images are available for download from:  

http://www.caine-live.net/ISO. 

 

Installation – CAInE as a virtual machine on VMware® Player 

11. The CAInE forensic distro is open source and free. For those that wish to do so it 

can be adapted or improved without breaching any intellectual property rights. 

Those that do change or modify the distribution are encouraged to share those 

refinements with the CAInE project team and the wider open source community. 

12. Download the latest version of VMware® Player. 

(https://my.vmware.com/web/vmware/free#desktop_end_user_computing/vmware_player/7_0 )  

13. Install VMware® Player on your computer. (this guide is based on VMware® 

Player version 6.0.5) 

 

Figure 1: VMware® Player version 6.0.5 start screen 

14. First time users of VMware® Player will not have the list of machines seen here 

under the ‘Home’ button. 

 

  

http://www.caine-live.net/ISO
https://my.vmware.com/web/vmware/free#desktop_end_user_computing/vmware_player/7_0
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Create a New Virtual Machine (VM) 

15. Create the VM by selecting ‘create a new virtual machine’ and select the 

following fields in the dialog box which appear in figures 2 & 3. 

 

Figure 2: Create blank virtual machine, install OS later, Linux and Ubuntu (Not 64 bit),  

accept defaults until Finish button 

    

Figure 3: Name the machine and choose a location where it will be saved. Default will be your ‘C’ drive 

 

Figure 4: Now is time to edit the virtual machine CD/DVD settings to boot from the CD (iso image) 
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16. The new blank VM has now been created and is set to boot on first start up from 

the ISO file. This acts as a virtual bootable CD just like when installing an 

operating system on a computer for the first time.  

17. Play the virtual machine and wait for it to boot up. It may be slow, be patient. The 

first graphical screen you will see is shown below at figure 5. 

 

Figure 5: Play the virtual machine and choose the install – start the installer directly option  
 

18. This will take you straight into the installer. Do NOT worry you will not overwrite 

your operating system. CAInE will detect the blank 20Gb virtual hard disk that was 

created when you first created a virtual machine. You will be able to verify this as 

you go through. One thing to note is the size of the hard drive of your host 

machine, just so you can tell them apart.  

           

Figure 6: Boots straight into the Installer  

 
19. The first screen is where you choose your language, the second checks that you 

have at least 8GB of hard disk space available, which you have because 

VMware® Player created a 20GB virtual disk and are connected to the internet. 
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You have the option to download third party software and install it as part of the 

installation process. This may add to the time it takes to install the system but you 

may find you need some of it when you start working. It is a matter for you, it can 

always be downloaded and installed later. I have checked the boxes for 

completeness. 

20. The next screen may alarm you but there is no need to worry. You have committed 

nothing to disk at this time and you will be able to satisfy yourself that you are 

dealing with the virtual hard disk and not your host one. 

 

Figure 7 Warning about erasing data on the disk but you can see you are dealing with the virtual hard disk 

 

Install CAInE 4.0 on to the Virtual hard disk 

21. Having satisfied yourself that you are not erasing anything on your machine you 

can now hit the ‘Install Now’ button. From here it is a waiting game. The whole 

process can take over 30 minutes to complete. 

22. You will be presented with a series of dialogue boxes as you go through the 

process. The following screen shots show you what to expect. 



 

Installation Tutorial for CAInE 4.0 in VMware®  Player 
 

 

Figure 8: Select your location and keyboard type 

 

User and login details 

23. Next you will be asked to set up user and login details. For ease I have used the 

password ‘forensic’ no quote marks, all lower case. This is a weak password but I 

am only using CAInE for forensic work, as a tool and nothing else. No case data 

will be stored on the machine. That will all be on a physical host or hard drive.  

 

Figure 9: User and login detail  

 
24. The installation now begins. Be patient this can take over 30 minutes or even 

longer figure 9. 
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Figure 10: Installation screens leading to a restart 

 
25. Restart the system. 

        

Figure 11: This is the screen you se on restart 

 
26. The system will restart and you will be presented with the screen above. If not then 

the VM has booted into the virtual CD again. In these circumstances you will need 

to edit the virtual machine settings in VMware® Player. Enter your password, even 

though you checked the box to log you in automatically. For some reason it still 

requires the password. 

   

Figure 12: Further request for password 

 
27. You will be asked to enter it again to give the ability to perform administrative tasks 

which lets you modify essential parts of your system.     

28. You will now see the CAInE desktop. Take a moment to look around and see what 

tools are available. 
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Figure 13 The desktopk of CAInE 4.0 

Forensic tools menu 

 

Figure 14 Forensic tools menu 

 

 

 

Figure 15 Mobile Forensics and Network Forensic menus 

 
29. A complete list of the tools is available on the CAInE website at:  

http://www.caine-live.net/page11/page11.html  

http://www.caine-live.net/page11/page11.html
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Installing VMware®  Tools 

30. VMware® Tools allows enhanced communication between the host and the guest 

operating systems, similar to Virtualbox Additions. This is usually straight forward 

in the normal versions of VMware® but CAInE is forensic and mounts all devices 

in ‘read-only’ mode. 

31. At some point you will see the following dialogue box at the bottom of the 

VMware® Player screen. Click ‘Install Tools’.  

 

Figure 16 

32. This will be in the form of a virtual CD which is added to CAInE. You may get an 

error saying that the CD drawer is locked or in use. That is because the installation 

CD (.ISO) file is still there. You have the option to override the this. Take that 

option. The system is running on the virtual hard drive and not from the installation 

CD so no harm will be done. 

 
 

Figure 17 Eject installation CD and replace it with VMware Tools 

33. Nothing appears on the screen so you have to open the CAInE ‘Mounter’ which is 

located on the taskbar. It is the green hard drive icon. Here you will see the 

VMware®  Tools CD. Check the box to mount it read only. 

 

Figure 18 VMware Tools Virtual CD in CAInE ‘Mounter’ 
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34. The CD icon will now appear on the desktop. Right click and select open to see the 

contents.  

 

Figure 19 VMware Tools CD and contents 

 
35. Right click the Tar archive and extract to the content. When it prompts you where 

to extract to, choose the /tmp directory. You do this by clicking on the hard drive 

icon at the top and navigating the file system to the /tmp directory 

 

Figure 20 Extract content of Tar archive to /tmp directory 

 

Install from the Terminal 

36. Now go to CAInE and open a terminal. I find it much easier to install things from 

the terminal.  

    

Figure 21 Open a Terminal in CAInE 
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37. First cd into the /tmp directory and check that vmware-tools-distrib has been 

extracted to that location by using the ls command. Once satisfied cd into the 

vmware-tools-distrib folder. 

38. The last thing to do is install the tools from this location but you need root 

privileges to do this. The complete syntax is shown in the screen shots and below. 

From here just follow the prompt on screen and accept all the defaults. 

39. Syntax 

cd /tmp 

ls –a 

cd vmware-tools-distrib 

ls –a 

sudo ./vmware-install.pl 

 

enter password 

at each prompt hit ‘Enter’ 

 

 

Figure 22 Terminal command for above syntax 

40. Accept all the defaults. 

                   

Figure 23 Accept all the defaults 
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41. VMware® Tools are now installed. 

                     

Figure 24 VMware Tools installed 

 

Reboot and Edit Virtual machine Settings 

42. Shut the system down and go to ‘Edit virtual machine settings’. Here we need to 

remove the virtual CD from the machine otherwise it will may boot from the ‘ISO 

file. 

 

Figure 25 Remove virtual bootable ‘live’ CD 

 
43. Your system is now built and available for use. 

Creating & Sharing a folder with the Host 

44. CAInE is a forensically sound distro that mounts everything ‘read-only’. When you 

are carrying out a forensic examination you need a location to save the results of 

the work you are doing. This section describes how to share a folder between the 
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host machine and CAInE. You must have VMware® Tools on CAInE for this to 

work.  

45. First create a folder on the host called something like ‘Shared Folder’ or ‘Evidence 

Folder’.  

46. In the VMware® Player menu select: 

Player | Manage | Virtual Machine Settings 

     

Figure 26 

Options tab, Shared Folders option in left pane. Select Enabled radio button in 

right pane. Add ….Navigate to the location of the Shared Folder on the host 

machine. 
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Figure 27  VMware Wizard  

 
47. This means that the shared folder on the host machine will be mounted whenever 

CAInE starts. 

Viewing Shared Folders in a Linux Guest  

48. In a Linux virtual machine, shared folders appear under /mnt/hgfs. Any work 

saved here will appear in the physical host 

 

Figure 28 
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The Linux Terminal 

49. The Linux terminal is the equivalent of the Windows Command Prompt. The 

difference is that even today the Linux terminal is used much more by users than it 

is in Windows. To run the terminal use the icon or go to:  

 

     Menu | Accessories | Terminal 

                      

Figure 29 

50. The terminal has a flashing cursor prompt. It contains the details of the user logged 

in and the name of the host: e.g. ‘caine@caine:’. 

51. This is followed by the directory that the user is currently in. In this case it is the 

users home directory and is denoted by the tilde symbol ‘~’. 

52. The next symbol denotes the users permissions as a user: ‘$’ or as root: ‘#’. 

53. ‘caine@caine:~$’ - is the user ‘caine’ on host ‘caine’ in his home folder with user-

level permissions. 

Basic Navigation Commands in the Linux Terminal 

54. To determine where you are, type the following commands: 

pwd – print working directory 

ls – to list files  

ls –a (add switch –a to list all files) 

cd – change directory 


